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1. Related Work

Few shot Image Classification: Few-shot learning is a
challenging problem in computer vision where the goal is
rapid generalization to unseen tasks. Metric learning ap-
proaches such as [31,32,35] were some of the earliest ap-
proaches towards tacking this problem. [31] learn a metric
space where prototypical representation of each category is
utilized for classifying novel data. [28] showed that rather
than taking the average, learning the prototypes along with
the model can lead to better performance. More recently, a
family of algorithms based on learning to learn [ 1] or meta-
learning have gained considerable attention. [27] develop
an LSTM based meta-learner to train anothet network for
the few-shot task. [12,23] create a model agnostic algorithm
which aims to learn a good initialization that can adapt to
new tasks. Hallucination based methods such as [2, 17, 38]
also present promising directions towards improved gener-
alization. [13,25] try to directly predict the weights of the
classifier for novel categories. [43] calibrate the distributions
of few shot examples using the statistics of categories with
larger number of examples. Our calibration is similar to [43],
but we apply it at category-level rather than instance-level.
However recent works have shown that simple baselines
which are non-episodic in nature can provide competitive
performance for few-shot image classification task [8, 10].
Such line of work provide for non-sophisticated baselines
and pose a question to the community to rethink the approach
towards few shot learning.

Adversarial examples: Adversarial examples are carefully
crafted perturbations designed to fool the model [15,20,33].
[15] showed that adversarial examples can be created rather
easily using the sign of single gradient step, which they
called as Fast Gradient Sign Method (FGSM). The existence
of such examples raises a question regarding the generaliza-
tion capabilities of Deep Neural networks. Many defenses
have been proposed to overcome this problem [11,21,24,41],
but they have been bypassed with slight modifications to the
adversary [3,5,6]. One of the most common approaches
called adversarial training involves incorporating the adver-
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sarial examples into the training set. [22] showed that the
first order adversary, based on the Projected Gradient De-
scent (PGD) algorithm can be used to train robust neural
networks. Provable methods have developed which can pro-
vide certification on the susceptibility of an input towards
adversaries [16, 26, 39,40]. A class of algorithms based
on randomized smoothing [9,42] have shown promising re-
sults in training large scale neural networks. [45] provide a
theoretical analysis on the robustness vs accuracy trade-off,
which had been studied empirically [34], and show that their
algorithm named TRADES improves robustness compared
to previous approaches. [30] use the gradients from the back-
propagation algorithm to improve robustness with minimal
cost.

Adversarial Robustness for Few-shot classifiers: Recent
works have tried to address the problem of adversarial exam-
ples in the context of few-shot learning. [44] used the FGSM
adversary to create adversarial examples and optimized
a meta-learner to be robust to adversarial examples. [14]
showed that meta-learning algorithms can be supplemented
with adversarial examples in the query set to learn robustness.
Their method called Adversarial Querying was shown to be
robust to strong attacks such as PGD. Many meta-learning
approaches were extended to their robust counterparts by
including adversarial query examples. Recently, [37] also
proposed a similar approach where MAML was used as the
base meta learning algorithm. [37] also showed that includ-
ing a contrastive learning objective similar to [7] can provide
a way to use unlabelled data when learning the model and
thus improve both standard and robust accuracy.

2. Experiments

Here we describe the implementation details and additional
experimental results.

Implementation details: In the base training stage, as
described in main paper, we follow the attack parameters
of [14] and use iterative PGD attack with 7 iterations during
training with e = 8/255 and v = 2/255 for all experiments
unless otherwise mentioned. We mainly use the standard



(a) Nearest Centroid Classifier without
Calibration
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(b) Calibrated Nearest Centroid Classifier

Figure 1. An illustration of the calibration for the Nearest Centroid Classifier, here the stars represent class centroids. Since we are working
in the few-shot regime from novel dataset, if the examples are not sampled from across the distribution, it may result in centroids which do
not necessarily represent the true distribution. On the other hand, calibration using the base classes can result in centroids which better
represent the actual distribution of the class, allowing for better generalization.

network architecture ResNet [ 18] and also provide results for
other architectures. For weight averaging, we set the param-
eter 7 = 0.999. We use SGD optimizer with a learning rate
of 0.1 and weight decay of 1e — 5 for the feature extractor
parameters 0, and 1e —4 for the classifier parameters w;,. We
train the model for 250 epochs with a batch size of 64. For
novel training and learning the Linear Classifier, we follow
the setting described in [8] and learn the parameters using
SGD with momentum 0.9 and learning rate n = 0.01. We
set the dampening as 0.9 and weight decay of 1e — 3. For
our calibration, we use m = 2 number of base categories.
CIFAR-FS was proposed in [4] as a benchmark for few-shot
classification. It splits CIFAR-100 dataset similar to Mini-
ImageNet. CUB [30] is a fine-grained dataset which has
been used as a benchmark for few-shot classification. We
use the split provided by [19] consisting of 100 base , 50
validation and 50 novel classes. As per our knowledge, we
are the first to show adversarial robustness for a fine-grained
dataset under few-shot setting. We also consider TieredIm-
ageNet [29], which is a subset sampled hierarchically from
ImageNet and is different from MinilmageNet.

2.1. Comparison with OFA [37]

We compare with OFA [37] where MAML was combined
with adversarial training . We present them separately com-
pared to previous results as the attack parameters and testing
configuration followed are different. OFA uses € = 2/255
for MinilmageNet and ¢ = 8/255 for CIFAR-FS. They
perform 10 iterations of PGD during training and testing, av-
eraging over 2400 tasks. These are not directly comparable
with our previous experiments which uses attack parameters
similar to [14], hence for a fair comparison, we use the same
setting and refer the readers to [37] for more hyperparameter
details. Base training column indicates the type of adversary
used during base dataset training where AT indicates PGD

adversarial training, TRADES is the algorithm presented
in [45] and CL corresponds to using the Contrastive Learn-
ing objective [7]. Both TRADES and CL use additional
unlabelled data in a semi-supervised manner. We observe
from Table 1 that our method has clear gains in terms of
robust accuracy and surpasses standard accuracy in some
cases as well. We also train a model with Conv4 backbone
on CIFAR-FS dataset and the results are presented in Table 2.
We see a similar trend where our CNC method outperforms
previous approaches. We also conduct an experiment us-
ing TRADES during Base Training, allowing us to compare
methods that use similar adversary. Under such comparable
settings, our method outperforms previous approaches. This
experiment shows that our method can generalize to other
adversarial training methods and we believe that as more
advanced methods are developed in the community, they
can be incorporated in a straightforward manner to improve
robustness under few-shot settings.

2.2.CUB

For results on CUB dataset, we use the same attack
parameters described for Mini-ImageNet i.e, ¢ = 8/255,
a = 2/255, 7 iterations of PGD during training and 20 dur-
ing testing. We use ResNet18 backbone and implement AQ
as per the guidelines given in [14] and our best implementa-
tion is presented in Table 3.

Since CUB is a fine-grained classification dataset, the base
and novel categories share greater similarity compared to
previous datasets. Hence it serves as an opportunity to un-
derstand how the robustness transfers from base to novel
dataset, i.e whether the similarity in classes acts as a boon
or bane under fine-grained dataset settings. As seen from
our experiments, the linear classifier baseline performs rea-
sonably well indicating that a robust base classifier transfers
to a robust novel classifier. The CNC method also benefits



Conv4 ResNet18
Method Base training Standard Robust Standard Robust
Acc. Acc. Acc. Acc.
AQ AT 29.6 24.9 30.04 20.05
OFA AT 40.82 23.04 38.94 19.94
OFA TRADES 37.1 25.51 41.94 20.19
OFA CL 38.60 26.81 43.98 21.47
Ours (Linear) AT 38.39 £ 0.37 | 28.76 + 0.33 | 44.93+0.37 | 29.30 £+ 0.33
Ours (CNC) AT 39.23 £0.38 | 30.77 = 0.35 | 49.15 + 0.41 | 35.59 + 0.38

Table 1. Comparison with [

] on Mini-ImageNet dataset. Note that both TRADES and CL use additional unlabelled data in a semi-

supervised manner. Our method outperforms previous approaches on both settings.

1-shot 5-shot

Method Base training Standard Robust Standard Robust

Acc. Acc. Acc. Acc.
AQ AT 31.25 26.34 52.32 33.96
OFA AT 39.76 26.15 57.18 32.62
OFA TRADES 40.59 28.06 57.62 34.76
OFA CL 41.25 29.33 57.95 353
Ours (Linear) AT 41.12 £0.40 | 25.65 £ 0.37 | 56.20 £ 0.39 | 34.73 £ 0.41
Ours (CNC) AT 41.81+£0.41 | 2822 +£0.40 | 53.52 £0.40 | 39.09 £0.42
Ours (CNC) TRADES 43.56+0.43 | 28.12 £ 0.41 | 56.99 + 0.40 | 39.48 +0.43

Table 2. Comparison with [37] for Conv4 backbone on CIFAR-FS dataset. Comparing methods that use same base training procedure (AT
or TRADES ), we can see that our CNC method outperforms on Robust Accuracy under both 1-shot and 5-shot settings. This experiment
shows that our method can generalize to other adversarial training methods as well.

under such settings and outperforms all other methods on
both Standard and Robust Accuracy.

2.3. TieredImageNet

We also consider the large scale dataset Tieredlma-
geNet [29], which is a subset sampled hierarchically from
ILSVRCI12. Each class is a child of one of the 34 more
abstract categories from ImageNet. Hence, the classes are
spread differently compared to MinilmageNet. This allows
us to test our method against varying hardness and diversity
in few-shot categories. The similarity between the base and
novel categories is varied in this context and shows that our
method performs well under such settings as well. As seen
in Table 4 that the linear classifier acts as a strong baseline
and our CNC method outperforms previous works.

2.4. Ablation studies

Variation of Robust Accuracy with number of attack
iterations: We vary the number of attack iterations of PGD
and observe a fairly stable performance for both 1-shot and 5-
shot settings, as seen in Table 5. This experiment shows that
defense is not sensitive to the number of attack iterations.

Variation of Robust Accuracy with perturbation budget
e: To check for the absence of gradient masking, we increase
€ from 8/255 to 128/255 in Figure 2. As expected, we ob-

serve that both 1-shot and 5-shot accuracy drop to zero with
increased e. Note that we plot only the the mean accuracy
over 1000 different tasks.

Finetuning backbone: We finetune more layers from
ResNet18 architecture on Minilmagenet and find that Ro-
bust Accuracy (RA) decreases. We believe this is because
the model overfits to few-shot data. B4 represents learning
the 4th block and B3 learning the 3rd block in ResNet18
architecture. Results are shown in Table 6.

Weight averaging and Transformation: We conducted
an experiment with ResNet18 backbone on MinilmageNet
where Weight Averaging (WA) was included with AQ and
found that it did not affect RA significantly. This shows that
WA works best when combined with our mini-batch based
framework. Results are shown in Table 7.

Varying the number of base categories chosen: We plot
the variation of mean Robust Accuracy with number of base
neighbors m in Figure 3. When m = 0, the method becomes
similar to a Nearest Centroid Classifier without calibration.
We find best results with m = 2 which we use for all our ex-
periments. Note that this calibration step is performed once
prior to the inference and can be considered a preprocess-
ing step, hence not affecting the inference time. We would
like to emphasize that we use the same dataset as previous
meta-learning based approaches, only that our base training



1-shot 5-shot
Method Backbone Standard Robust Standard Robust
Acc. Acc. Acc. Acc.
AQ ResNetl8 || 54.27 £ 0.79 | 28.23 £ 0.66 | 68.42 +0.62 | 37.10 + 0.66
Ours (Linear) | ResNetl8 || 51.93 £ 0.71 | 27.24 +0.64 | 69.83 = 0.61 | 37.06 £ 0.68
Ours (CNC) ResNetl8 || 56.42 +0.78 | 32.18+ 0.70 | 71.51 £ 0.60 | 44.33 + 0.69

Table 3. Results on CUB dataset. We show that robustness transfers from base to novel datasets under fine-grained classification setting as
well. Our Linear classifier serves as a strong baseline and our CNC method outperforms on both metrics.

1-shot 5-shot
Method Backbone Standard Robust Standard Robust
Acc. Acc. Acc. Acc.
AQ ResNetl8 || 49.77 £0.70 | 29.78 + 0.65 | 66.72 £ 0.56 | 43.73 + 0.63
Ours (Linear) | ResNetl8 || 50.47 £+ 0.69 | 27.90 £ 0.60 | 68.48 4+ 0.60 | 40.30 + 0.65
Ours (CNC) ResNet18 || 51.38 + 0.71 | 30.27 + 0.62 | 68.50+ 0.59 | 44.64+ 0.66
Table 4. Results on TieredImageNet dataset.
g g.
(a) 1-shot (b) 5-shot
Figure 2. Variation of Robust Accuracy with different perturbation budget €. Results are shown using ResNet-12 backbone on MinilmageNet
1-shot 5-shot Layers 1-shot (RA) | 5-shot (RA)
PGD Robust Robust Linear 19.56 +-0.50 | 30.6 +-0.50
Iterations Acc. Acc. (Linear,B4) 18.17 +-0.40 | 28.33 +-0.50
20 25.32 £ 0.52 | 38.83 £0.57 (Linear,B4,B3) | 17.46 +-0.40 | 25.72 +-0.50
40 25.19 £0.53 | 38.46 + 0.54
100 25.64 + 0.53 | 38.22 + 0.56 Table 6. We show that finetuning additional layers leads to de-
200 2509 - 0.54 | 38.62 & 0.57 creased Robust Accuracy (RA). Results are shown using ResNet18
backbone on MinilmageNet dataset.

Table 5.

Variation of attack iterations
ResNet-12 backbone on MinilmageNet dataset.

is standard mini-batch training.
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